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Trust Service Providers Information
Applicable to Regulation (EU) No 910/2014 as amended by regulation (EU) 2024/1183, and NIS2-related planning inputs


	This annex supplements the generic Organization Profile (F-2503) to capture trust-service-specific complexity drivers that materially affect audit duration, competence assignment, sampling, site selection, remote/on-site planning, and the need for additional verification activities. Where information is already provided in F-2503, it should only be repeated here if trust-service-specific detail is needed.



Completion Rules
Complete the form for registration / recertification and when major scoping changes occur and send it along with the Organization Profile (F-2503).
Use additional pages where needed. If several sites differ materially, provide site-specific appendices.

1. Factors related to business and organization
For sections 1 to 7 check the description (a, b or c) which best describes your organization.
	1.
	Complexity of the ISMS (e.g. criticality of information, risk situation of the ISMS, etc.)

	a)
	Only little sensitive or confidential information, low availability requirements, few critical assets
	☐ 

	b)
	- Higher availability requirements or some sensitive / confidential information
- Some critical assets, 2-3 simple business processes with few interfaces and few business units involved
	☐ 

	c)
	Only one key business process with few interfaces and few business units involved
	☐ 

	2.
	The type(s) of business performed within scope of the ISMS

	a)
	Low risk business without regulatory requirements
	☐ 

	b)
	High regulatory requirements 
	☐ 

	c)
	High risk business with (only) limited regulatory requirements
	☐ 

	3.
	Extent and diversity of technology utilized in the implementation of the various components of the ISMS (e.g. number of different IT platforms, number of segregated networks)

	a)
	Highly standardized environment with low diversity (few IT platforms, servers, operating systems, databases, networks, etc.)
	☐ 

	b)
	Standardized but diverse IT platforms, servers, operating systems, databases, networks
	☐ 

	c)
	High diversity or complexity of IT (e.g. many different segments of networks, types of servers or databases, number of key applications)
	☐ 

	4.
	Extent of information system development

	a)
	No in-house system development - Use of standardized software platforms
	☐ 

	b)
	Use of standardized software platforms with complex configuration / parameterization (Highly) customized software, Some development activities (in-house or outsourced)
	☐ 

	c)
	Extensive internal software development activities with several ongoing projects for important business purpose
	☐ 

	5.
	Number of sites and number of Disaster Recovery (DR) sites

	a)
	Low availability requirements and no, or one alternative DR site
	☐ 

	b)
	Medium or High availability requirements and no, or one alternative DR site
	☐ 

	c)
	High availability requirements e.g. 24/7 services One or Several alternative DR sites, Several Data Centers
	☐ 



2. Service Inventory and Qualification Status
List every trust service and major technical component within the requested scope.
	Service / component
	Qualified or non-qualified
	Status
	Included in the trusted list

	Electronic certificates for electronic signatures
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Electronic certificates for electronic seals
	☐ Qualified ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Certificates for website authentication 
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Electronic time stamps 
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Validation of electronic signatures/seals
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Preservation of electronic signatures/seals
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Electronic registered delivery service (ERDS)
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Electronic attestations of attributes (EAA)
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Electronic archiving
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Electronic ledgers
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Management of remote signature/seal creation devices
	☐ Qualified  ☐ Non-qualified
	☐ Existing  ☐ New  ☐ Changed
	☐ 

	Other (e.g. electronic identification - eID, remote identification, please specify)
	
	☐ Existing  ☐ New  ☐ Changed
	☐



3. Certification Authorities
	CAs declared to the national supervisory body for inclusion in the Trusted List (in case Creation of Certificates is provisioned)

	



	Complete hierarchy of all the organization’s Certification Authorities issued (in case Creation of Certificates is provisioned)

	



	Number of Certificates issued per class / type (in case Creation of Certificates is provisioned)

	





4. HSM Information
	Site – Role
	Number of HSMs on site
	Are private keys loaded in the HSMs
	Are HSMs at this site managed similarly to HSMs in the other sites?

	
	
	☐ 
	☐ 

	
	
	☐ 
	☐ 

	
	
	☐ 
	☐ 

	
	
	☐ 
	☐ 



5. Remote QSCDs and Cryptographic Management
	Question
	Response

	Is a remote qualified signature or seal creation service operated? If yes, please provide the quantities and models
	

	Does the organization generate or manage signature / seal creation data on behalf of users?
	

	Are remote QSCDs managed only for the organization’s own trust services, or also on behalf of other TSPs/QTSPs? Please describe.
	

	If yes, how many TSPs are served and what is the nature of the services provided (e.g. full QSCD management, HSM hosting, key management, signing service)
	



6. RA / LRA / Identity Proofing
	Data point
	Response

	Number of LRA offices
	

	Number of RA offices 
	

	Number of outsourced or partner LRA / RA locations
	

	Number of LRA officers / RA agents in scope
	

	Countries / regions of operation
	

	Identity proofing methods used (physical presence / video / wallet / signature / other)
	




8. Outsourcing, Critical Suppliers and Shared Services
Include cloud, data center, HSM/QSCD, managed security, software development, and other critical suppliers.
	Supplier / internal shared service
	Function performed
	Direct impact on qualified service?
	Country / site
	Independent assurance available?
	Single point of failure?

	
	
	☐ Yes  
	
	☐ Yes  
	☐ Yes  

	
	
	☐ Yes  
	
	☐ Yes  
	☐ Yes  

	
	
	☐ Yes  
	
	☐ Yes  
	☐ Yes  

	
	
	☐ Yes  
	
	☐ Yes  
	☐ Yes  



9. NIS2 and Cybersecurity Planning Inputs
	Question
	Response

	Is the organization in NIS2 scope?
	☐ Yes  ☐ No  ☐ Under assessment

	Entity classification under NIS2
	☐ Essential  ☐ Important  ☐ Not yet determined

	Competent authority / CSIRT / supervisory interfaces
	

	Has a NIS2 gap assessment or control mapping been performed?
	☐ Yes  ☐ No   If yes, reference: 

	Any major NIS2 remediation programme underway?
	

	Cyber incident / vulnerability management outsourced in whole or in part?
	

	Supply-chain cyber assurance approach for critical suppliers
	



10. Certification Related Options
	Full surveillance audits are requested for each year (required by some Browser Root CA programs)
	☐

	Vulnerability Assessment and Penetration Testing services are requested
	☐




11. Recommended Attachments
	Attach or reference
	Included

	Complete hierarchy of all the organization’s Certification Authorities issued (if applicable)
	☐ Yes  

	Site / RA / HSM / QSCD map
	☐ Yes  

	Critical supplier matrix / outsourcing map
	☐ Yes  

	Latest policies / CP / CPS / practice statements list
	☐ Yes  



12. Other
	Document other significant information / particularities which might affect the Certification
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